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Supplementary Material


1. Objective
The objective of this document is to highlight our review and analysis of the selected corpus. This corpus contains papers from different domains, and they are highlighted as below:

2. Review and Analysis

2.1 Healthcare

We had selected a corpus of 102 papers from The Journal of Biomedical Research (https://www.journals.elsevier.com/journal-of-biomedical-informatics). The papers were selected using a search through this journal with the keywords: “visualization” and “privacy”. Efforts have been taken to ensure that only papers which have both these keywords are selected. After reviewing all those papers, we have selected 14 papers which discuss about privacy preserving visualizations.

[Ljubic2019] This paper tries to understand the spread of influenza. A combination of social network analysis and visualization of findings on interactive geographical heatmaps is a novel approach, but this may create privacy and social notion issues for certain regions. For example, if it is revealed that people in Bronx suffer more from flu, this may lead to the pharmaceutical companies to target that region for flu related drugs. We recommend encoding the locations in a reversible way and use them in the visualization (heatmap, in this case)


[Kouroubali, 2019] As mentioned in Section 3.1 - Principle 8 of this paper, security and privacy is a central part to any interoperability framework. Moreover, as mentioned in this paper, visualization is used in cohort analysis on all patient data, graphic visualization of the psycho-emotional profile of patients using various graphical paradigms is also used. So, these visualizations should be privacy preserving, otherwise leakage of the patient information may severely affect the lives of the patients.

[Huang2019] The authors devised a novel method that clustered patients without privacy breach and a learning strategy that trained multiple community models to harness the clustered data. A denoising autoencoder was trained on each hospital’s data and averaged at the server. Subsequently, encoder layers were used to convert patients’ drug features into privacy-preserving representations that were in turn used for patient clustering by k-means.

[Kohlmayer2015] This paper critiques the privacy models like k-anonymity privacy model and suggests a new one: Two Phase Flash. It consists of two phases, one for monotonic privacy problems and one for non-monotonic privacy problems. Depending on the exact configuration it either executes one of the two phases or combines both of them. By using these methods, it is able to anonymize data with generalization and suppression while guaranteeing the optimality of results in terms of data utility. This will help in developing visualizations which are both privacy preserving and have better data utility.

[Khokhar2014] This paper proposes an analytical cost model that can help health information custodians (HICs) make better decisions about sharing person-specific health data with other parties. This paper also quantifies the trade-off between privacy and data utility in health data publishing in terms of monetary value. This paper highlights the fact that how important it is to preserve privacy while publishing health data and thus, any visualization derived out of these privacy-preserved health data would also be quite useful, in terms of data utility.

[Gkoulalas-Divanis2014] This paper talks about preserving privacy while publishing electronic health records. Also talks in details about how to prevent identity disclosure, membership disclosure and attribute disclosure. This paper also discusses how privacy-preserving data sharing can also be facilitated in the non-interactive privacy scenario. This scenario assumes that the data are deposited into a secure repository and can be queried by external data users. But the authors also note that complex queries are difficult to support in the interactive scenario (similar to statistical databases) and several analytic tasks like visualization, require individual records, as opposed to aggregate results or models. Hence, they have noted that data publishers need to carefully select the appropriate privacy-preserving data sharing scenario based on their needs.

[Dias2019] This paper uses visualization for Individual Cognitive State (ICS), and Team Cognitive State (TCS) calculation in an Operating Room. These are important parameters for characterizing dynamic changes in team cognitive load in an Operation Room. This visualization must be privacy preserving since if the interbeat intervals (IBI) data of the surgeon, anesthesiologist or perfusionist gets leaked, it may be possible to target the team member for performance issues.

[Caicedo-Torres2019] In order to evaluate the effectiveness of treatments and clinical practice and to improve the performance of Intensive Care Units (ICUs), this paper has discussed about a mortality prediction model using Deep Learning which will try to predict the likelihood of negative outcomes. This paper also uses visualization is to predict patient mortality rate in ICU. So, this must be privacy preserving and anonymized, otherwise a patient can be compromised.

[Vankipuram2018] Clinical workflow is the description of a sequence of activities performed independently or collaboratively by the various agents/entities in the clinical system and these entities include, but are not limited to, clinicians, technologies, and care delivery processes. The authors have used different visualizations to track clinical workflow. But these visualizations must be privacy preserving, otherwise important location data and lifestyle habits of the clinical members can be tracked.

[Silva2018] This paper focusses about Visual Anonymization that fully de-identifies standard medical imaging objects, including metadata and pixel data, providing at the same time a reversible de-identifier mechanism that retains search capabilities from the original data. This is another facet of privacy preservation in visual data like medical images.

[Grossman2017] This paper studies a method to provide tailored health data on a mobile platform in order to promote increased adherence and asthma control among underserved minority adolescents. This paper claims that this solution contains better approaches for visualizing health data for healthcare professionals and biostatisticians. 

[Chung2017] This paper focusses on visualizing the daily routines of older adults. The visualization of the workflow, using EventFlow tool, must be privacy sensitive as they should remove patient’s Personally Identifiable Information (PII) from the visualization.

[Kumar2015] All the visualizations used in this paper should be privacy preserving because they have used quasi-identifiers like gender, which may help in pointing out a certain patient if the number of patients in a certain category is low. 

[Walk2014] This paper is about biomedical taxonomies and how large collaborative ontology-engineering projects are governed by a few general principles that determine and drive development. This paper also talks about obfuscating the usernames and replacing them with generic names, during the analysis, due to privacy reasons. Thus, protecting privacy is very important in visualizations used in understanding the patterns in different biomedical taxonomy projects like National Cancer Institute Thesaurus (NCIT), The International Classification of Diseases (ICD-11) etc.

2.2 Social Science

We have collected some of the papers relevant to this STAR which mainly focus in the social science domain. Some of them are as follows:

[Gao2013] ﻿This paper has applied community discovery methods to automatically generate friend circles for a user in Online Social Networks (OSN). This paper also implemented a visualization interface (hierarchical circles) to help the users check the visibility of their online posts and protect their privacy. These hierarchical circles have some fine-grained control settings and thus, helps the user to interact with these circles and make decisions for the visibility of their posts.

[Anwar2009] ﻿This paper is based on the hypothesis that the proper visualization of an individual’s extended neighborhood in an Online Social Network (OSN) may help the individual understand the privacy implications of their access control policies. But this may compromise the privacy of others if an individual has unrestricted view of their neighborhood. Thus, this paper proposed a privacy-sensitive visualization interface consisting of social graphs which will help to conduct policy assessment in a fair and meaningful manner.
2.3 SOUPS

We have collected the papers published in the Symposium on Usable Privacy and Security (SOUPS) journal from 2005 to 2019. Then we used the keywords “visual” and “interface” to find out relevant papers. Some of the papers are as follows:

[Kum2019] This paper has developed an interactive interface where the user starts with fully masked de-identified data and later click to open when more information is required for making better decisions. This paper refers to a paper by [Dasgupta2013] and highlights the contrast that this paper focusses on data inspection tasks that require review of individual PII for accurate decision making. This is a system that reduces privacy risk through on-demand incremental information disclosure.

[Mohamed2018] This paper probes the concept of aging of digital artifacts so that users can invoke the right to be forgotten in social media. The authors used three visualization techniques namely pixelating, fading, and shrinking on three different social media platforms: Facebook, Instagram, and Twitter. This paper also conducts a detailed study on the people’s reaction to these different visualization techniques and concludes that those techniques which mimic the fading of memories over time are more popular.

[Rader2017] Folk theories are sets of beliefs and understandings that arise informally and guide decision-making and this paper investigates folk theories regarding sensor data collection that might guide privacy self-management decisions. This paper suggests designing interfaces that intentionally support the development of folk theories about how sensor data are produced and how they might be used. This will help the users better self-manage their privacy regarding digital information.

[Nicholson2017] This paper focuses on phishing, a form of social engineering where an attacker steals sensitive information by sending fraudulent emails that purport to be from a trustworthy source. The authors mention that human centric solutions involving new designs and visualizations can help ‘nudge’ users to make better decisions. This study also stresses the fact that he recent design trend on popular email clients is to hide important sender information (i.e. the full originating email address) by default. This will hinder the users’ effort when evaluating emails for phish detection in their daily lives and thus better visualization is required in popular email clients.

[Andrabi2015] This paper is about visual cryptography using augmented-reality devices. As the paper states that massive surveillance by nation-state-level actors is on the rise, this technique will help to send messages to users, but not their devices. This is how privacy is incorporated in visual aids to send messages.

[Mazzia2012] This paper presents an interface, PViz, to understand how users model groups and privacy policies apply to the existing social networks like Facebook and Google+. It states that the existing tools present solutions to the policy comprehension problem for individuals (single tasks), they fail to scale to groups. Hence a visualization interface is required that provide the user with complete information – information about both group membership and about the privacy policies applied to these groups.

[Rode2006] This paper has focused on studying the usability factors of privacy and security by providing people with information they can use to understand the implications of their interactions with a system. This paper has evaluated that that visualization does allow people to incorporate security concerns into their work in an effective manner.

[de Paula2005] This is the previous work by some of the authors of [Rode, 2006] and they have studies how to make relevant features of security situations visible to users in order to allow them to make informed decisions regarding potential privacy and security problems. The authors argue that the critical problem of usable security is not about designing more secure systems and infrastructures but designing useful and trustworthy system that are effectively secure. This paper also implements two applications that make visible the configurations, activities, and implications of available security mechanisms and let users take informed choices and appropriate actions, when necessary. Hence a visually informative interface is required to let the users understand the security implications of a system.

[Conti2005] Since information visualization systems are an effective way to understand large amounts of data, they are prone to manipulation attacks. Hence the authors present a framework for information visualization system security analysis, a taxonomy of visualization attacks and technology independent principles for countering malicious visualizations. The authors talk about different attack techniques like “Cry Wolf” attack, displacement attack among others. This paper suggests that in order to protect from these attacks, the user needs to be educated, data generation and data flow need to be protected and the systems should be designed to protect the user, along with the consideration that the adversary is intelligent and well-informed.

2.4 CHI

We have collected some papers from the CHI Conference on Human Factors in Computing Systems. We included papers from these two searches: 
a) all papers in the last 15 years with both the keywords “visualization” AND “privacy” in Abstract
b) all papers with the keyword “privacy” in Author keywords, for the last 10 years.

Out of the 94 papers returned from the search, we have selected a set of 14 relevant papers:

[Bahrini2019] ﻿This paper discusses how a mobile application can help users to understand which user information is accessible by the granted permissions. This interactive visualization will help the users make an informed decision about whether to install a certain application or not. The authors claim that the results of their evaluation state that by promoting user awareness regarding permissions required by mobile applications (Android), users pay more attention to these permissions


[Deeb-Swihart2019] ﻿Law enforcement is an important factor while solving cases of human trafficking. The law enforcement officials face challenges while visualizing different data associated with a case. Some of the officials interviewed by the authors of this paper mentioned using tools like IBM's i2 Analyst Notebook, ArcGIS and Microsoft's PowerPoint to visualize social networks for a case. Thus, the authors note that this area is an interesting and challenging problem area for information visualization practitioners as the data in the human trafficking cases is collected from a wide range of sources, ranking from semi-structured databases to coded transcriptions of interviews. The authors also note that it is quite challenging to visualize the data with computational or analytic models with inherent uncertainty, but it is also difficult to create interactive interfaces that will allow investigators or law enforcement officials to make well-informed decisions. This paper also highlights the fact that large scale data collection related to human trafficking investigations raises questions about privacy and data protection. As mentioned by the paper, prior abuses of the National Crime Information Center (NCIC) is a testimony to this. 

[Shi2016] ﻿This demo implements a novel method to study the effects of interactive visualization without breaching privacy of the user. The demo highlights the potential privacy problems of using video recording while studying the reaction of a user to an interactive visualization. The authors plan to solve the same using Microsoft Kinect, a motion sensing input device, to record the user's movement and replay them in a virtual environment.

[Leung2011] ﻿This paper has an interesting take on the personal visualization projection, which can play an important role in face-to-face interaction. The authors developed a prototype where certain details from the user's social media account (Facebook) would be displayed on the ceiling using a projector. But this can lead to certain privacy issues as the users pointed out in the study. Users commented that they would have "liked" a different page on Facebook if they had known that this projection would be used as a form of self-validation during social interactions.

[Elagroudy2019] ﻿This paper talks about altering photos captured through lifelogging cameras, using visualization techniques like obfuscation. The authors conducted a study of two sessions where lifelog was generated in one session and they were reviewed in the other session. The study concluded that obfuscation improved the number of proper recalls by the participants in later session but did not improve the accuracy. As mentioned in the paper, privacy-aware obfuscation in photos is commonly used in applications like Google Street View.

[Eiband2016] ﻿This paper suggests replacing text messages with handwriting text. This is an important improvement in visual privacy since people can read their own handwriting in an easier way than that of a stranger. This can help in protecting a user's privacy against shoulder surfing.

[﻿Sänger2016] ﻿This paper suggests a new visualization interface for detecting fraud/malicious behavior in online marketplaces. The authors use parallel coordinates with different attributes like rating, price, time and product group for creating the feedback profile interface for each seller. The study concluded that this new interface performed better in some cases and helped the users to distinguish between honest and malicious sellers in online marketplaces.

[﻿Caine2011] ﻿This paper is a good work on improving privacy and privacy awareness using visualization. The authors designed a study to vary audience presentation using either text, numbers or visualization and measure the participants' response to the disclosure of certain private information like phone number, address, date of birth, hometown etc. The study found that the disclosure of information was influenced by the interface with audience information (number of people to share the information with, e.g.: No one, Friends only, Friends of Friends etc.). Thus, it is recommended to include audience information while designing privacy control for users.

[Reeder2008] ﻿This paper is about Expandable Grid, a visualization interface used to display security policies control in a graphical way. In Windows XP, in case of a policy conflict, the deny rule takes precedence over the allow rule. So, if a user is allowed write access to a certain document and if a user group is denied access to that document, the user cannot access the document since the deny rule takes precedence here. This may cause confusion for both the policy authors and the users. Expandable Grid plans to solve that problem by highlighting exactly which policy allows or denies access to which document. Further details about the policies can be seen by expanding on each of the grids in the visualization interface.

[﻿Wang2015] ﻿This paper talks about a visualization tool named VeilMe which gives users the power to change their privacy settings while generating the personality profile, derived from social media. Since the personality profile could be used at workplaces, it is quite difficult for users to comprehend it and set the correct privacy policy for each trait. This novel visualization tool gives the user an easy and intuitive interface to control the privacy settings based on several parameters. One of these important parameters is "social distance", i.e., the social remoteness of the target audience from the user.

[﻿Von-Zezschwitz2016] ﻿This paper throws light on the usability factor of privacy preserving visualization. The authors use several visualization obfuscation techniques/filters like pixelation, crystallization etc. to hide photos in a photo gallery from prying eyes. Yet the owner of the photos is able to select them and distinguish between them, as suggested by this study. This is another novel method to prevent data leakage from shoulder-surfing.

[﻿Tabassum2018] ﻿This paper proposes to replace lengthy text-based End user license agreements, terms of service (TOS) agreements and privacy policies with a comic visualization. The study conducted by the authors conclude that people spend more attention to the comic visualizations of the TOS than the plain text versions. This is important as making people aware of the data policies of an organization is a key privacy protection mechanism.

[﻿Petelka2019] ﻿This paper talks about placing the warning visualization near the phishing link, in the email clients. The authors conducted a study of more than 700 participants and found out that this method reduces the click-through rate of phishing links, in comparison to the standard warnings in place today.

[﻿Ragan2018] ﻿The authors of this paper have developed an interactive interface where the user starts with fully masked de-identified data and later click to open when more information is required for making better decisions. This paper refers to a paper by [Dasgupta, 2013] and mentions the contrast that this paper focusses on data inspection tasks that require review of individual PII for accurate decision making. This is a system that reduces privacy risk through on-demand incremental information disclosure. 
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